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Crackers are classed as those who break into systems to do damage whereas
hackers are those who enjoy taking programs apart just to see how they work. The
original description of a hacker was somebody who made furniture with an axe. Like
most computer viruses, this method of furniture making was very crude but
nonetheless effective.

Viruses are in reality a certain type of computer maiware, which is a common term
covering all types of malicious software. The most common types of malware are
viruses, worms and Trojans.

Viruses

A Computer Virus is normally concealed inside another program such as an
installation program delivered via an email attachment. The term Computer Virus
came about because of the similarity with biological viruses that require a host
organism to live and reproduce, When the host program is run, the Computer Virus
program runs at the same time. Once the Computer Virus is in memory it is able to
do its dirty work which normally includes infecting other programs on the host
computer.

After the infection stage of the Computer Virus, there's a destructive stage. The
Computer Virus waits for a pre-determined trigger (such as a specific date or a
certain number of times the Computer Virus has replicated itself) before delivering
its ‘payload'. Payloads range from basic messages to file deletion commands to
destruction of the core operating system.

When viruses were first developed they were commonly distributed on floppy disks.

However, with the evolution of the Intemet, downloaded files and emaii are now the

preferred delivery mechanisms. email can also contain attachments which can be any

type of computer file. Any executable file can be infected with a Computer Virus, and
“should never be run unless you are absolutely certain they are virus free.

Worms

Worms are very much the same to viruses in that they are self replicating. Unlike a
Computer Virus a worm does not need another executable program to be distributed.
They reproduce themselves across networks by email sending and without any
human assistance.

Worms usually affect networks more than particular computers on the network.
Because of their self replicating behavior, worms can overload network resources
very quickly which in turn causes slowdowns in data transmission due to massive
bandwidth consumption.

Worms can also be designed to carry a payload which can create a 'backdoor’ on the
infected computer. Two of the more infamous worms that did this were Sobig and
Mydoom. A backdoor is a hidden access point to a computer system that effectively
bypasses any normal login procedures. The backdoor allows access to the infected
computer by spammers to send junk email from that system,



Trojans

Trojans or Trojan Horses are the third common type of malware. A trojan is a
program that pretends to do one thing but actually does something different. The
term comes from the story of the Trojan Horse. During the siege of Troy, the Greeks
left a large wooden horse outside the gates, supposedly as a peace offering. The
Trojans took the horse inside the city walls only to find it was full of Greek soldiers
who quickly overrun the city.

Trojans on a computer is very much the same. It looks like a harmless or useful
program but in reality contains concealed code that can erase data, corrupt files,
install backdoors and log keystrokes so that hackers can steal information such as
credit card numbers and passwords.

Although frequently referred to as a type of Computer Virus, Trojans cannot replicate
themselves like a Computer Virus or worm.. It is purely designed to gain access to
your computer system and wreak havoc, just like the legendary Greek soldiers.



Malware: spyware, adware, viruses, trojan horses, malicious dialers and other nasties are
the current scourge of the Internet.

Is your computer running slow? Do pop up windows frequently annoy you (even at times
when you are not logged on? Does your dial up connection suddenly pop up out of
nowhere and you didn't click on it? Has your start page suddenly changed? Chances are
very good that you are the victim of malware.

Even if none of these things happen to you, you'ld be surprised at what you might find
lurking on your computer!

What is it?

Malware (short for "malicious software") is any software developed for the purpose of
doing harm to a computer system.

The threat of malicious software can easily be considered as the greatest threat to Internet
security. Earlier, viruses were, more or less, the only form of malware. Nowadays, the
threat has grown to include network-aware worms, trojans, spyware, adware and so on.

There are many diﬁ'erenttypes of Malware:

o Viruses & Worms: Spread through e-mail, web pages or networks, these can self
replicate and spread to other computers. They can often cause great damage to a
computer

o Trojan Horse: A trojan horse program is a harmful piece of software that is
disguised as legitimate software. Trojan horses cannot replicate themselves, in
contrast to viruses or worms. A trojan horse can be deliberately attached to
otherwise useful software by a programmer, or it can be spread by tricking users
into believing that it is useful. To complicate matters, some trojan horses can
spread or activate other malware, such as viruses. These programs are called
droppers.

e Back Door: A backdoor is a piece of software that allows access to the computer
system bypassing the normal authentication procedures. Based on how they work
and spread, there are two groups of backdoors. The first group works much like a
Trojan, i.e., they are manually inserted into another piece of software, executed
via their host software and spread by their host software being installed. The
second group works more like a worm in that they get executed as part of the boot
process and are usually spread by worms carrying them as their payload.

e Spyware: Spyware consists of computer software that gathers information about a
computer user (such as browsing patterns in the more benign case or credit card
numbers in more serious ones) and then transmits this information to an external
entity without the knowledge or informed consent of the user.

o Adware: Adware or advertising-supported software is any software application in
which advertisements are displayed while the program is running. These



applications include additional code that displays the ads in pop-up windows or
through a bar that appears on a computer screen.

Every computer that connects to the Internet should have a good virus-scanner and
spyware/adware scanning software installed on it and these should be used regularly to
scan the system to rid it of malware. There is one very important thing to keep in mind:

None of these will work for you unless you keep them updated!!!



Exhibit
2



bandy cd1

bandy_cd1 Page 1

This is a list of all of the folders copied to the CD on November 4, 2004 at 10:31 pm.
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msn¥: Hotmail*

az_core@hotmail.com Printed: Monday, January 22, 2007 12:41 PM

From: Hill, Michael (BER) <Michael.Hill@state.ma.us>
Sent: Monday, January 22, 2007 12:16 PM

To: <az_core@hotmail.com>

Subject: RE: [TACIS-1] Statement by Defense Expert

@ Attachment : image00L.jpg (< 0.01 MB)

I've been doing this for almost ten years and have never come across a case where this occurred. Never heard of an
actual case where this happened either.

Sergeant Michael Hill - EnCE, CFCE
Berkshire Detective Unit
Massachusetts State Police
413-499-1112 313
michael.hili@state.ma.us

From: iacis-@cops.org [mailto:iads-@cops.org] On Behalf Of greg.allinich@phoenix.gov
Sent: Monday, January 22, 2007 11:42 AM

To: JACIS-L.@cops.org

Subject: [IACIS-1] Statement by Defense Expert

I was asked to forward this question to the list.
Please respond directly to Det. Larty Core,

Maricopa County Attorney’s Office.

A Computer Forensic Expert, testifying for the Defense, made a public statement

as to:

It is well known that a person that views Child Pornography on the Internet

will hack into a personal computer belonging to an innocent party, and store their

Child Pornography on that person’s hard drive without the owner’s knowledge.

1) Has anyone heard of or had any “actual” case of this happening?

http://by 128fd bay 128 hotmail msn com/cgi-bin/getmsg?curmbox=00000000%2d0000%2... 1/22/2007



MSN Hotmail - Page 2 of 2

If s0, please respond “ASAP” to:
Det. Larry Core, CFCE, Maricopa County Attomeys Office
az_core@hotmail.com (az_core)

http://by128fd.bay128.hotmail . msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2... 1/22/2007
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msnY: Hotmall*

az_core@hotmail.com Printed: Monday, January 22, 2007 11:57 AM

From: Mayott Michael J <Michael.Mayolt@di.irs.gov>
Sent : Monday, January 22, 2007 10:29 AM

To: <az_core@hotmait.com>

Subject: As requested

Been doing this 15 plus years and have never seen this. Also, note that
anyone who calls themselves an expert is not one.

There is simply too much to know to be an expert.

FWIW

Mike

1 was asked to forward this question to the list.
Please respond directly to Det. Larry Core,

Maricopa County Attorney's Office.

A Computer Forensic Expert, testifying for the Defense, made a public
statement

as to:

It is well known that a person that views Child Pornography on the
Internet

will hack into a personal computer belonging to an innocent party, and
store their

Child Pornography on that person's hard drive without the owner's
knowledge.

1) Ras anyone heard of or had any "actual”™ case of this happening?
If so, please respond "ASAP" to:
Det. Larry Core, CFCE, Maricopa County Attorneys Office

az_core@hotmail.com ( az_core )

Thank you

Mike Mayott
SA
912.577.6086

http://by128fd.bay128 hotmail.msn.com/cgi-bin/getmsg?curmbox=00000000%2d0000%2.... 1/22/2007
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msn¥. Hotmair

az_core@hotmait.com Printed: Monday, January 22, 2007 12:06 PM

From: Jefford Englander <englander.iacis@gmail.com>
Sent: Monday, January 22, 2007 10:38 AM

To: az_ocore@hotmail.com

Subject: Expert witness

Larry, I saw a posting regarding CP and hacking on the IACIS list posted on your behaif. While I have NEVER seen
that accomplished, I am curious If this statement was made by one of our "local” experts? If so, I would be most
interested in who that person is. I still have many of my old Law Enforoement cases going to trial, and I would love to
know if any of the defense experts in those cases are so foolish as to have made a statement fike the one posted on
your behalf. Thanks, and good luck.

Jefford L. Englander, CFCE, EnCE

Computer Forensic Investigator

LSS Spinelli Corporation

7702 E Doubletree Ranch Road Suite 300
Scottsdale, AZ 85258

(480) 607-1700 Voice

(480) 607-0100 Fax

www.spinellicorp.com

CONFIDENTIALITY NOTE:

This message and any of the attached documents contain privileged and confidential information only for the use of
the individual or entity that was the intended recipient. If you are not the intended recipient you may not read, copy,
distribute, retain or use this information. If you have received this message and any of the attached documents in
error, please immediately notify the sender by reply e-mail and then delete this message.

Thank you.

http://by128fd.bay 128 hotmail. msn.com/cgi-bin/getmsg?2curmbox=00000000%2d0000%2... 1/22/2007
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msnY Hotmall*

az_core@hotmail.com Printed: Wednesday, January 24, 2007 7:36 AM

From : <greg.allinich@phoenix.gov>

Sent: Tuesday, January 23, 2007 3:55 PM

To: <az_core@hotmail.com>

Subject: FW: [IACIS-L] Statement by Defense Expert

From: iacis-@cops.org [mailtoziacis-i@cops.orgl On Behalf Of Jim
Willingham

Sent: Tuesday, January 23, 2007 9:53 aM

To: iads-i@cops.org; az_core@hotmail.com

Subject: RE: [IACIS-L] Statement by Defense Expert

Never. Not once. Ever. I've been doing this since 1999, worked TONS o'
cases, and this has never occurred at all. Guess y'all can add me to
the

"moron™ list since, according to this "expert"™, it happens all the time.

- Jim Willingham, CFCE/SCERS -

From: iacis-i@cops.org [mailtoziacis-i@cops.org] On Behalf Of Greg
Norman

Sent: Tuesday, January 23, 2007 06:49

To: iacis-i@cops.org

Subject: Re: [IACIS-L]) Statement by Defense Expert

Greg,

Who is the defense expert? I think it would be of great benefit to
the list to know who it was that made such an erroneous statement.

I have been working in computer forensics for over eight years and
it is not "well known" to me. In fact I have never had a CP case in
which there was any evidence at all that a CP computer had been
hacked.

If every pedophile is capable of being a computer hacker than
hacking computers must be really easy and we (those working in law
enforcement and forensics) are just plain morons.

Greg

Gregory N. Norman, CFCE

Digital Evidence Examiner

U.S. Army Criminal Investigation Laboratory
4930 North 31st St

Forest Park, GA 30297-5205
(404) 469-3490; DSN 797-3490

gregory.n.norman@us.army.mil

1/22/07, greg.allinich@phoenix.gov <greg.allinich@phoenix.gov> wrote:

Oon
>
>
>
>
>
>
> I was asked to forward this question to the list.

http://by128fd.bay 128 hotmail.msn.com/cgi-bin/getmsg?curmbox=00000000%2d0000%2... 1/24/2007
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>

> Please respond directly to Det. Larry Core,

>

> Maricopa County Attorney's Office.

>

>

>

>

>

> A Computer Forensic Expert, testifying for the Defemse, made a public
> statement

>

> as to:

>

>

>

> It is well known that a person that views Child Pornmography on the
Internet

>

> will hack into a personal computer belonging to an innocent party, and
store

> their

>

> Child Pornography on that person's hard drive without the owner's
knowledge.

>

>

>

> 1) Has anyone heard of or had any "actual®™ case of this happening?
>

> If so, please respond “ASAP" to:

>

> Det. Larry Core, CFCE, Maricopa County Attorneys Office

>

> az_core@hotmail.com ( az_core )

>

>

>

> Thank you

hitp://by128fd.bay128 hotmail msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2...  1/24/2007
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msn¥ Hotmair*

az_core@hotmait.com Printed: Wednesday, January 24, 2007 7:38 AM

From: <greg.allinich@phoenix.gov>
Sent : Tuesday, January 23, 2007 3:54 PM
To: <az_core@hotmail.com>

Subject: FW: [IACIS-L] Statement by Defense Expert

—QOriginal Message——

From: iacis-i@cops.org [maiito:iacis-i@cops.org] On Behalf Of WILLIAMS Steve E
Sant: Tuesday, January 23, 2007 9:05 AM

To: lacis-@cops.org

Subject: RE: [IACIS-1] Statement by Defense Expert

| had a defense expert on the stand say that right-clicking on a file to check properties is the sign of a master computer
user! It comes down to someone who's "ethics" aliow them to say whatever their paying client wants them to say.

Steve

Detective Steve Williams CFCE
Eugene Police Department
Financial Crimes Unit

777 Peart St. Room 107
Eugene OR 97401

(541) 682-2682 office

(541) 682-8337 fax

From: iads-I@cops.org [mailtoiacis-i@cops.org] On Behalf Of Hise Feetham
Sent: Tuesday, January 23, 2007 7:52 AM
To: iadis-i@cops.org

hitp://by128fd.bay128 hotmail. msn.com/cgi-bin/getmsg 2curmbox=00000000%2d0000%2... 1/24/2007
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Subject: RE: [IACIS-L] Statement by Defense Bxpert

My experience in over 10 years of looking at these cases indicates that most pedophiles
want to keep their stash close at hand--- (I see) printed copies, multiple copies in
different folders, or stored on floppies or other removable media -including Internet
free storage.

They may encrypt or otherwise try to hide their images (FSpro Hide Folders is one such
utility, there are many more)-- but most often when they find an image on the Internet,
they can't resist saving a copy for themselves to view at random.... For those who are
smart enough understand they can be "outted”™ and try to avoid storing locally- they tend
to save the porn sites URL's somewhere for return access. (in favorites, spreadsheets,
even in paper notebooks at the scene, etc.)

It doesn't make sense that they would store it somewhere where they don't have complete
control, or may be traceable, or may lose it by losing access at some point.

It is possible and probable one would see a case where someone tries to frame a "known"
associate by putting illegal items on their targets PC (but not a stranger)--- thank God
they leave footprints for us to follow and analyze....

All-in-all that blank statement is ridiculous and unable to substantiate (at least as of
today) .

Of course in this business~- there is always something new and stranger than the last
around the corner.

Off my soapbox...

Good luck!

From: iacis-1@cops.org [mailto:iacis-l@cops.org] On Behalf Of Greg Norman
Sent: Tuesday, January 23, 2007 7:49 AM

To: iacis-i@cops.org

Subject: Re: [TACIS-L] Statement by Defense Expert

Greg,

http://by128fd.bay128.hotmail. msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2... 1/24/2007
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Who is the defense expert? I think it would be of great benefit to

the list to know who it was that made such an erroneous statement.

I have been working in computer forensics for over eight years and
it is not "well known” to me. 1In fact I have never had a CP case in
which there was any evidence at all that a CP computer had been

hacked.

If every pedophile is capable of being a computer hacker than
hacking computers must be really easy and we (those working in law

enforcement and forensics) are just plain morons.
Greg

Gregory N. Norman, CFCE

Digital Evidence Examiner

U.s. Army Criminal Investigation Laboratory
4930 North 31st St

Forest Park, GA 30297-5205

(404) 469-3490; DSN 797-3490

gregory.n.norman@us.army.mil

On 1/22/07, greg.allinich@phoenix.gov <greg.allinich@phoenix.gov> wrote:

>

http://by128fd.bay128 hotmail. msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2... 1/24/2007
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> I was asked to forward this question to the list.

> Please respond directly to Det. Larry Core,

v

Maricopa County Attomey's Office.

> A Computer Forensic Expert, testifying for the Defense, made a public

> statement

> as to:

>

> It is well known that a person that views Child Pornography on the Internet

>

> will hack into a personal computer belonging to an innocent party, and store
> their

>

> Child Pornography on that person's hard drive without the owner's knowledge.

htlp://byl28fd.bayl28.hohnail.msn.com/cgi—bin/gehnsg?curmbox=00000000°/o2d0000%2... 1/24/2007
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v

1) Has anyone heard of or had any "actual®™ case of this happening?

\'%

If so, please respond "ASAP" to:

v

Det. Larry Core, CFCE, Maricopa County Attormeys Office

> az_core@hotmail.com ( az_core )

v

Thank you

http://by128fd.bay128 hotmail msn.com/cgi-bin/getmsg?curmbox=00000000%2d0000%2... 1/24/2007
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msn¥ Hotmail*

az_core@hotmail.com Printed: Monday, January 22, 2007 12:08 PM

From: Dave_on_the_run <dave@davekieiman.com>
Sent: Monday, January 22, 2007 10:59 AM

To: <az_core@hotmail.com>

Subject: RE: [JACIS-L] Statement by Defense Expert

Is you D expert by any chance Jason Combs? That is a typical statement by him. I
have an entire public dialogue from him on various security lists where he makes
many outrageous claims similar to that.

The answer is no.

1 hope your DA hit him with “well known by whom?®
Could you please give us a list of cases this has been identified in..

FROM DAVES PHONE!!
HTTP://WWW.DAVEKLEIMAN.COM

From: greg.allinich@phoenix.gov

To: IACIS-L@cops.org

Sent: 22-Jan-07 11:42

Subject: [IACIS-L]) Statement by Defense Expert

I was asked to forward this question to the list.
Please respond directly to Det. Larry Core,

Maricopa County Attorney's Office.

A Computer Forensic Expert, testifying for the Defense, made a public
statement - ’

as to:

It is well known that a person that views Child Pornography on the
Internet

will hack into a personal computer belonging to an innocent party, and
store their

Child Pormography on that person's hard drive without the owner's
knowledge.

1) Has anyone heard of or had any “actual" case of this happening?
If so, please respond "ASAP" to:
Det. Larry Core, CFCE, Maricopa County Attorneys Office

az_core@hotmail.com ( az_core )

http://by128fd.bay 128.hotmail.msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2... 1/22/2007
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Thank you

http://by128fd.bay128 hotmail msn.com/cgi-bin/getmsg?curmbox=00000000%2d0000%2... 1/22/2007
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az_core@hotmail.com Printed: Monday, January 22, 2007 11:55 AM
From: <Paulvan2@aol.com>
Sent : Monday, January 22, 2007 11:13 AM
To: az_core@hotmaii.com
Subject: Defense Bxpert’
I am a recently retired law enforcement officer who conducted criminal
investigations for over ten years and five years of computer crime
investigations.
I am a Cetified Forensic Computer Examiner and now conduct private civil
examinations. I am a member of IACIS ( International Association of Copmputer
Investigative Specialists ) for six years as well as a member of HTCIA ( High
Technology Crime Investigation Association ) and regualrly read the message
boards
of those organizations. Several thousand experts, from around the world in
the field of computer forensics, belong to these message boards and routinely
discuss criminal cases involving computer forensics. It is my expert opinion
that the defense experts statement, in your case, is completely incorrect.
Although this defense is often brought up, I do not know of a case where it has
ever been shown to have occurred. That is not to say it has never occurred,
but surfice to say if it was "common” the experts in the field would certainly
be discussing it.
Statement Reference:
"It is well known that a person that views Child Pornography on the

Internet

will hack into a personal computer belonging to an innocent party,
and store their

Child Pornography on that persond€™s hard drive without the owner&€™s
knowledge."
Lt. Paul Van Steenhuyse Ret. CFCE
Cell 563-940-8209
Bettendorf, Iowa
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az_core@hotmail.com Printed: Monday, January 22, 2007 11:56 AM

From: Scot Bradeen <sbradeen@d.lewiston.me.us>
Sent: Monday, January 22, 2007 11:06 AM

To: <az_core@hotmail.com>

Subject: Statement by defense “expert”

Not here in Maine. I've been with our unit since the inception in 1999.

Det. Scot Bradeen, CFCE
Lewiston Police Department
171 Park Street
Lewiston, Maine 04240
(207) 795-9000 ext 256
Fax (207) 784-2384

The City of Lewiston does not discriminate against or exdude individuals from its municipal facilities, and/or in the
delivery of its programs, activities and services based on an individual person's ethnic origin, color, religion, sex, age,
physical or mental disabliity, veteran status, or inability to speak English. For more information about this policy,
contact or call Compliance Officer Mike Paradis at (V) 207-784-5753, (TTY) 207-784-5999, or email
mparadis@d.lewiston.me.us.
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az_core@hotmail.com Printed: Monday, January 22, 2007 3:25 PM

From: jobn davis <johntdavis2001@yahoo.com>
Sent : Monday, January 22, 2007 2:02 PM

TYo: az_core@hotmail.com

Subject: Defense Expert Statement-Re Hacking

I saw your question on the IACIS list serve. Prior to
leaving LE a little over a year ago, I was the
Operations Manager of the Colorado Computer Forensics
Lab. We performed computer forensics for federal,
state and local law enforcement throughout Colorado
for 4 years.

I know of no documented case where a person
specifically hacked into the system of another to
download child porn. I now own my own computer
forensics company and one of my clients is the
probation department where I monitor and examine the
computers of convicted sex offenders. I've yet to meet
a probationer who asserts that his computer was
hacked.

Though it is possible to hack other computers or their
wireless access points, it is not sufficient that the
"expert” make this statement without being called to
task to provide case facts and the specific evidence
he/she found where a computer had been hacked in such
a way. Much less the statement that it happens all the
time. The expert should be able to provide the
specific evidence if it exists.

Hopefully, your computer forensics expert can provide
the information you need to overcome this statement
(e.g. link apalysis, examination for virus signatures
(or the lack thereof), time line analysis, typed URLs,
and Internet history analysis (if applicable).

I almost don't have to ask, but could you please
provide the name of this expert? There's one here in
Colorado who gets around to other states who has made
similar statements in court. These statements have
been exposed during cross examination, but it doesn't
seem to stop him from making them still.

John Davis, EnCE, CFCE
Colorado Computer Forensics
14501 E. Alameda Ave., Ste 1
Aurora, Co 80012
303.524.4589

Sucker~punch spam with award-winning protection.
Try the free Yahoo! Mail Beta.

hitp://advision.webevents.yahoo.com/mailbeta/features_spam.html
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az_core@hotmait.com Printed: Tuesday, January 23, 2007 6:41 AM
From: Mike Parks <mikeaparks@cox.net>
Sent: Tuesday, January 23, 2007 5:29 AM
To: az_core@hotmail.com
Subject: Statement by Defense Expert
Larry,

While there is the remote possibility such a thing could happen, In the 5 years I have been investigating these cases I
have never found this to have happened. I would speculate your expert is not much of an expert if he is making
blanket statements like that. While I have on several occasions had someone CLAIM the CP was the result of a virus,
those investigations have ultimately revealed the virus to be the person behind the keyboard. In the end, all of those
who daimed it was a virus, admitbed they were responsible for the images.

Just curious..... Who is this expert?

Detective Mike Parks, CFCE
Fayetteville Police Department
Spedial Investigations Unit
280 N. College Avenue, Suite 100

, AR 72701
Office (479) 587-3535
e-mall: mparks@di.fayetteville.ar.us
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az_core@hotmail.com Printed: Tuesday, January 23, 2007 10:10 AM

From : <ryawn@hiwaay.net>

Sent : Tuesday, January 23, 2007 8:03 AM

To: az_core@hotmail.com

Subject: Re: [IACIS-1] Statement by Defense Expert

Detective Core,

I'm replying off list to your inquiry. I've been involved in computer forensics
since 1994 and this is not "well known”™ to me either. In all of the cases that
I've worked over the years, there has been evidence other than the images
themselves that refute this statement.

Again, I know of no case, worked myself or by others, that would support such a
statement.

hth,
Russell
Greg,

Who is the defense expert? I think it would be of great bemefit to
the list to know who it was that made such an erroneous statement.

I have been working in computer forensics for over eight years and
it is not "well known” to me. In fact I have never had a CP case in
which there was any evidence at all that a CP computer had been
hacked.

If every pedophile is capable of being a computer hacker than
hacking computers must be really easy and we (those working in law
enforcement and forensics) are just plain morons.

Greg

Gregory N. Norman, CFCE

Digital Evidence Examiner

U.S. Army Criminal Investigation Laboratory
4930 North 31st St

Forest Park, GA 30297-5205

(404) 469-3490; DSN 797-3490

gregory.n.norman@us.army.mil

on 1/22/07, greg.allinich@phoenix.gov <greg.allinich@phoenix.gov>
wrote:

I was asked to forward this question to the list.
Please respond directly to Det. Larry Core,

Maricopa County Attorney's Office.

VVVVVVVVVVVVVVVVVVVVVVVVVVVYVYVYVVVVVYVVYVVVVVYVYVY

VVVVVVVVVVVVVYVVYV

A Computer Forensic Expert, testifying for the Defense, made a public

http://by 128fd.bay128.hotmail.msn.com/cgi-bin/getmsg ?curmbox=00000000%2d0000%2...
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> statement
>

> as to:

>

>

>

> It is well known that a person that views Child Pornography on the
Internet

>

> will hack into a personal computer belonging to an innocent party, and

store

> their

>

> Child Pornography on that person's hard drive without the owner's
knowledge.

>

>

>

> 1) Has anyone heard of or had any "actual" case of this happening?
>

> If so, please respond "ASAP" to:

>

> Det. Larry Core, CFCE, Maricopa County Attorneys Office

>

> az_oore@hotmail.com ( az_core )

>

>

>

> Thank you

VYVVVVYVVVVVVVVVVYVVVVVVVVVYVVVYVVVVYV

Russell Yawn, CFCE

Office of Prosecution Services
515 South Perry Street
Montgomery, Alabama 36104
(334) 242-4191
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OS Information

Owner information\Windows Initialize Case\120 GB HD\D\OS Iinfo

Page 1

Product Name: Microsoft Windows XP
Current Version: 5.1

Registered Owner:

Registered Organization:

System Root: C: \WINDOWS

Current Build Number: 2600

Path Name: C: \WINDOWS

Product ID: 55277-0OEM-0011903-00106
Last Service Pack: Service Pack 1
Product Key:

VersionNumber:

Source Path: D:\i386

Install Date: 12/04/04 05:41:52PM

Last Shutdown Time: 12/06/04 07:27:08PM
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Folder Named (‘)

120 GB HD\D\Documents and Settings\Owner\My Documents\My eBooks\

Page 1

This is the list of folders copied back onto the hard drive on December 4, at 5:49 pm.
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771@ LonmS
LiSTEY by
Discovered: April 15, 2004 7Ar1; AOEL rs
Updated: April 17, 2004 03:04:28 PM ZE9
Type: Trojan Horse
Infection Length: variable
Systems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Windows XP

When Backdoor.IRC.Zcrew.C is executed, it performs the following actions:

Creates the following files in the %System%\instsrv foider:
001.config
Configure
COPYING
cygregex.dil
cygwinl.dit
firedaemon.exe
foxdg.exe
hideapp.exe
ident.exe
inst.bat (detected as Backdoor.IRC.Zcrew.C)
iroffer.cron
KILL.EXE
irs.reg (detected as Backdoor.IRC.Zcrew.C)
Makefile.config
mybot.ignl
mybot.ignl.bkup
mybot.ignl.tmp
new.bct
README
m.bat
securel.bat (detected as Backdoor.IRC.Zcrew.C)
secure2.bat
startsecure.bat
test.bat
WHATSNEW

%System% is a variable. The Trojan locates the System folder and copies the files to that location.
By default, this is C:\Windows\System (Windows 95/98/Me), C:\Winnt\System32 (Windows NY/2000), or
C:\Windows\System32 (Windows XP).



Uniess otherwise stated, these flies are nonmalicious, so Symantec antivirus programs will not detect



Discovered: January 15, 2004

Updated: January 15, 2004 03:26:44 PM PST

Also Known As: Worm.Win32.Randon.o [Kaspersky}

Type: Trojan Horse

Infection Length: varies

Systems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Windows NT, Windows Server 2003,
Windows XP

When Backdoor.IRC.Aladinz.G is executed, it performs the following actions:

Creates the folder %Program Files%\Common Files\OOBE\DivX Player 7.0, and drops the following files into
the folder:
sample.bin (detected as Backdoor.Trojan)
DivXinstafl.bat (detected as Trojan Horse)
DecodeDivX.exe (detected as Hacktool.DoS)
nacs.exe (detected as Hacktool)
DrDivXRegistration.exe (detected as Hacktool. HideWindow.)
Dr.DivX.exe (mIRC client software. It is detected as IRC.Backdoor.Trojan.)
DelDivX.exe (Process viewer. This utility is not viral by itself.)
Divx.exe (Remote execution utility. It is not viral by itself)
helptoo.txt (Text file that includes usemame.It is not malicious itself. )
helpuse.txt (Text file that includes username and password. It is not malicious itseif. )
DivX.ini (Ini file that the Trojan uses to load other IRC scripts. It is not malicious itself. )



Updated: December 13, 2005 04:37:48 PM PST

Type: Adware

Risk Impact: High

File Names: Winshow.dil ’

Systems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Windows NT, Windows XP

Behavior
Adware.Winshow is an adware component that modifies the Web browser’s default home page and search settings

without your permission.

Symptoms

The files are detected as Adware.Winshow.

Transmission
This adware component must be manually instalied, or installed as a component of another program that you install.

Protection

Virus Definitions (Livelipdate™ Weekly) October 1, 2003
Virus Definitions (Intelfigent Updater) September 30, 2003



Discovered: April 29, 2005

Updated: June 29, 2005 04:09:27 PM PDT

Also Known As: Win32.Rbot.CKU [Computer Associates], Backdoor.Win32.Rbot.gen [Kaspersky Lab],
W32/Sdbot.worm.gen [McAfee], W32/Rbot-Fam [Sophos], WORM_RBOT.GEN [Trend Micro]

Type: Worm

Systems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Windows NT, Windows Server 2003,
Windows XP

W32.Spybot.OFN is a network-aware worm that has distributed denial of service and back door capabilities. The worm

spreads through network shares protected by weak passwords and by exploiting vulnerabilities. W32.Spybot.OFN may be
downloaded by W32.Kelvir AZ.

Protection

Virus Definitions (LiveUpdate™ Weekiy) May 4, 2005
Virus Definitions (Intelligent Updater) April 30, 2005

Threat Assessment

Wild Level: Low
Number of Infections: 0 - 49
Number of Sites: 0 - 2
Geographical Distribution: Low
Threat Contalnment: Easy
Removal: Moderate

Damage Level: Medium
Payload: Opens a back door.

Distribution
Distribution Level: Medium

Ports: TCP ports 8080, 1433, and 445.
Target of Infection: Exploits vuinerabilities.



Discovered: June 6, 2005

Updated: July 7, 2005 03:14:01 PM PDT

Also Known As: Win32.Rbot.CRX [Computer Associates], Backdoor.Win32.Rbot.rx [Kaspersky Lab],
W32/Sdbot.worm.gen.y [McAfee], W32/Rbot-Fam [Sophos], WORM_RBOT.BJF [Trend Micro]

Type: Worm

Infection Length: 121,504 bytes.

Systems Affected: Windows 2000, Windows 95, Windows 98, Windows Me, Windows NT, Windows Server 2003,
Windows XP

W32.Spybot.PKC is a network-aware worm that has distributed denial of service and back door capabilities. The worm
spreads through network shares protected by weak passwords and by exploiting vuinerabilities.

Nobe: Definitions daved prior to June 6, 2005 detect this threat as W32.Spybot.Worm.
Protection

Virus Definitions (LiveUpdate™ Weelly) June 8, 2005
Virus Definitions (Intelligent Updater) June 6, 2005

Threat Assessment

Damage Level: Medium
Payload: Opens a back door.
Releases Confidential Info: Instalied keylogger may steal confidential information.

Distribution

Distribution Level: Medium
Ports: TCP ports 6394 and 445; UDP port 1433.
Target of Infection: Exploits vuinerabilities.
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virus Report
Initialization of Chest files

..-.-—-—_—-..———-———-----——-———-—_.—.——_-——-_————_-—-—-—-——-n———————-.—---———,—-——---.—--—-.
- - -

Program will try to load all Chest files from the foTlo\ving server: (null)
FilelD: 0080000001 original file name: C:\WINDOWS\system32\kernel32.d11 File
cate :

Fi1e?6§yoomwwoz original file name: C:\WINDOWS\system32\winsock.d11 File

cat : 0

Fi]emfngowwos original file name: C:\WINDOWS\system32\wsock32.d11 File
cat : ~

Fi 1::.5‘.6?(\)_?00020004 Or'izg;inﬂ file nani: p:\Documents and Settrings\Owner\Local
settings ile category:

D! ooﬁoooo‘s:'porigim ﬁe?: name: D:\Documents and Settings\Owner\Local

76.
FileID:
settings\Temp\bb.exe File cate?ory: 1 .
Fﬂe%h: oy A3<i0r1 inal i % name: D:\Dmiuaents and Settings\Owner\Local
Ssettings\Temp\GLFA3GLFA3.EXE File category:
FileID: oo&’éooow original file name: Dlz-(oocuents and settings\Owner\tocal
settings\Temp\GLFD2GLFDZ . EXE File categor(: 1l .
FilelD: original file name: D:\Documents and Settings\Owner\Local

settings\Temp\tsinstall_4_0_3_7.exe File category: 1

FileID: oomoooos original file name: D:\Program Files\sullsEye
Network\bin\adv.exe File catﬁory:

FileIn: 0000000010 original f1le name: D:\Program Files\Bullstye
Network\bin\adx.exe File category: 1 .

FileID: 0000000011 original file name: D:\Program Files\BullsEye
network\bin\bargains.exe File category: 1 .

FilelD: 12 original file name: D:\Program Files\Common
Files\tsa\rainbow\classify.d11 File category: 1 . . :
FileID: 0000000013 oOriginal file name: D:\Program Files\Common Files\tsa\ts2.exe

File catm .

FileID: 14 original file name: D:\Program Files\Common Files\tsa\tsl.exe
File catm

FilelD: 15 original file name: D:\Program Files\Common Files\tsa\tsl2.exe

s 6800000016 or i
:‘;_‘!em:t | 116 original file name: D:\Program Files\Common Files\tsa\tsm2.exe
ile ca :

:’! ]lem:t 117 original file name: D:\Program Files\Common Files\tsa\tsp2.exe
ile ca :
FileID: 18 original file name: D:\Program Files\Common

Files\tsa\tsuninst.exe ~File category: 1 .

FileID: 0000000019 oOriginal file name: D:\Program Files\Internet
xplorer\cdribovd.exe File category: 1

FilelD: 20 original file name: D:\Program Files\web_Rebates\webRebates(.exe
Tieto; 00800002 '

FileID: ) 21 original file name: D:\Program Files\windows

controlad\winCt1Ad.exe “File category: 1

FileID: 0000000022 oOriginal file name: D:\Program Files\windows

controlad\winCtladalt.exe File category: 1

FileID: 0000000023 Original file name: D:\System volume

Informati on\_restore{F20DC6C2- 5212-4F33-8959-AB7D0SD4CDB6} \RP1O\A0008125 . exe\zetzd:$

DATA File category: 1 :

Filero: 0 24 original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959-AB7D0SD4CDB6}\RP10\A0008128 . ini\uypxb: $

DATA File category: 1

FileID: ( 25" original file name:

em Volume

DOSDACD

D:\Syst
) - O pESTOE ) KGOS AN
DATA File category: 1
FilelD: 9000005836 ori&i’ga'l file name: D:\System Volume
Iniormat‘tog\_restore{FZ 6C2-5212-4F33-8959-AB7D05SD4CDB6} \RP1O\AO008129 . exe File
category:
FileID: 0000000027 Original file nawe: D:\System Volume
Information\_restore{F200C6C2- 5212-4F33-8959;AB7DOSD4CDBG}\RP10\AOOO8182 .exe\wofbo:$
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DATA File category: 1 .

FilelD: 28 original file name: D:\System Volume .
Information\_restore{F2 -5212-4F33-8959-AB7D0504CDB6} \RP11\AQ008797 . ini\uypxb:$
DATA File category: 1 .

FilelD: 29 original file name: D:\System Volume

Information\ _restore{F2 -5212-4F33-8959-AB7D05D4CDB6} \RP11\A0008798 . exe\mzzdv:$
DATA FiWw: p

FileId: 30 original file name: D:\System Volume .
Infornatiol{\_restore{FZ ~5212-4F33-8959-AB7D05SD4CDB6} \RPLI\AQ008798 .exe File
category:

FileID: 0000000031 oOriginal file name: D:\System Volume

Information\ _restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6} \RPL1\A0008799. exe\zetzd: $
DATA File category: 1 .

FileID: 32" original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959-AB7005D4CDB6}\RP11\A0008865 . exe\wotho: $

DATA File cat 1

FileID: 33" original file name: D:\System Volume .
Infomtiori\_restore{r-'z 6C2-5212-4F33-8959-AB7005D04CDB6} \RP11\AO009462 .exe File
cat :

Fi 1?1‘))?0000000034 oﬁggaﬂ file name: D:\System Volume ' .
Information\_restore{F200C6C2-5212-4F33-8959-A87D05D4CDB6}\RP11\A0009463 . exe File

cat : 1

Fﬂ:gg‘:'yOOOOOOOOSS original file name: D:\System Volume .
Informati og\_restore{FZ 6C2-5212-4F33-8959-AB7D05SD4CDB6}\RP11\A0009464 .exe File
category:

Fﬂ:gg: 0000000036 Original file name: D:\System Volume .
Information\_restore{F200C6C2-5212-4F33-8959-AB700504CDB6} \RP11\A0009466.5rg File

category: 1
FileID: 0000000037 Original file name: D:\System Volume

Information\_restore{F200C6C2-5212-4F33-8959-AB7D05D4CDB6} \RPL1\AO009468 . exe File
category: 1

FileID: 0000000038 Original file name: D:\System Volume

Information\ _restore{F2 6C2-5212-4F33-8959-AB7D0504CDB6} \RP11\A0009469 . ini\uypxb:$
DATA File category: 1

FilelD: 39 original file name: D:\System Volume

Infomtiog\.restore{Fz 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP11\AQD09470.vxd File
cat ry.

Fﬂ%: 0000000040 oOriginal file name: D:\System Volume

Intomti orll\_restore{F -5212-4F33-8959-A8700504CDB6} \RP11\A0009471.exe File
category-:

FileID: 0000000041 oOriginal file name: D:\System Volume
Information\_restore{F200C6C2-5212-4F33-8959-AB7D0SDACDB6}\RP11\A0009472.exe File

category: 1
FileID: 0000000042 oOriginal file name: D:\System Volume
Information\ _restore{F20DC6C2-5212-4F33-8959-AB7D0504CDB6} \RP11\A0009473 . exe\zetzd:$

DATA File category: 1

FilelD: 0 3" original file name: D:\System Volume

Intomatwr]l.\._restore{n 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP11\A0009482.exe File
category: :

FileID: 0000000044 oOriginal file name: D:\System Volume

Inzornatwg\.restore{l—'z 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP11\A0009483 .exe File
ca ry:

Fﬂg: 0000000045 oOriginal file name: D:\System Volume

Information\_restore{F20D 6C2-5212~4F33-8959-AB7D0SD4CDB6}\RP11\AC009484 . vxd\C : \WIND
ows\system32\exd] .exe File category: 1
FileID: 0000000046 Original file name: :\sysen volume

DOSD4SCDREG

yt2\ 'll.sr 1‘1; cat; ry?l
FilelD: 7 or'iginaﬂ file n%e: D:\System volume

Information\_restore{F20DC6C2-5212-4F33-8959-AB7D0SDACDB6}\RP11\A0009484 . vxd\C: \WIND
ows\System32\exul.exe File category: 1

FileID: 0000000048 Original file name: D:\System Volume ,
Information\_restore{F2 6C2-5212-4F33—89595AB7DOSD40)86}\RP11\A0009484.vxd\c:\wIND
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ows\System32\javexulm.vxd File category:

F'i'lelg: 0000(\)%0049 original file name: D:\System volume

information\_restore{F2 692-5212-4F33—8959-A87DOSD4CDBS}\RP11\A0009484.vxd\c:\wIND
ows\System32\msexreg.exe File category: 1

FileID: 0000000050 original file name: D:\System volume
Information\_restore{F20DC6C2-5212-4F33-8959- 7D05D4CDB6}\RP11\A0009484 . vxd\C:\WIND
ows\System32\instsrv.exe File category: 1

FileID: 0000000051 original file name: D:\System Volume
Information\_restore{F200C6C2- 5212-4F33-8959-AB7D05D4CDB6} \RP11\A0009484 . vxd\C: \WIND
ows\System32\exclean.exe File category: 1

FileID: 0000000052 oOriginal file name: D:\System volume
Information\_restore{F20DC6C2- §212-4F33-8959-AB7D05DACDE6) \RP11\AD009485 . exe\mzzdv:$
DATA File category: 1 .

FilelD: 53 original file name: D:\System Volume .
Information\ _restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP11\A0009485 . exe File

cat 1
Fﬂ:gg':yoooooooos-t original file name: D:\System Volume
Information\_restore{F2 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP11\AQ009505 . exe\wotho:$

DATA File category: 1
FilelD: 000000&55 original file name: D:\System volume . L.
Information\ _restore{F200c6C2-5212-4F33-8959- 7D05D4CDB6}\RP12\A0009834 . ini\uypxb:$

DATA File catssory: 1

FileID: 56 original file name: D:\System Volume

Information\ _restore{F 6C2-5212-433-8959-AB700504CDB6}\RP12\A0009835 . exe\mz2dv: $
DATA File category: 1 .

FilelD: 57 original file name: D:\System Volume

Infor-atioti\_restore{Fz 6C2-5212-4F33-8959-AB7DOSD4CDBE}\RP12\A0009835 .exe File
category: :

FileID: 0000000058 Original file name: D:\System Voiume
Information\_restore{F200C6C2-5212-4F33-8959- 7005D4CDB6} \RP12\A0009836. exe\zetzd: $
DATA File category: 1

FilerD: 59 original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959-A87D05DACDB6}\RP12\A0010009 . exe\wotho: $

DATA File category: 1
FileXD: oooooof)ggo original file name: D:\System volume

Iniomtimi\_restore{FZ 6C2-5212-4F33-8959-AB700504CDB6}\RP12\A0010148 .exe  File
category:

FileID: 0000000061 Original file name: D:\System Volume .
Inforlatmg\__restore{n 6C2-5212-4F33-8959-AB7D0SDACDB6}\RP12\A0010149.exe File
category:

FileID: 0000000062 Original file name: D:\System Volume
Information\_restore{F20DC6C2-5212-4F33-8959-AB7D05D4CDB6} \RP12\A0010150. vxd\C: \WIND
ows\system32\exdl.exe File category: 1

FileID: 0000000063 Original file name: D:\System volume
Information\_restore{F200C6C2-5212-4F33-8959-AB7D05D4CDB6} \RP12\A0010150. vxd\C: \WIND
ws\syste-BZ(\)wg)édlm.srg File category: 1

FileID: original file name: D:\System Volume
Information\_restore{F200C6C2-5212-4F33-8959-AB7D05D4CD86} \RP12\A0010150. vxd\C: \WIND
ows\System32\exul .exe _File_category: 1

FileID: 0000000065 Original file name: D:\System Volume
Information\_restore{F200C6C2-5212-4F33-8959-AB7D05D4CDB6} \RP12\A0010150. vxd\C: \WIND
ugs\systanszaaavexuh.qu File category: 1

FileID: O 6 original file name: D:\System volume
Information\_restore{F200C6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP12\A0010150. vxd\C: \WIND
ows\system32\msexreg.exe File category: 1
FileID: 0000000067 Original file name: D:\System volume
RYOLMmS DI pEtTOrs ICHE 7~ B9 9 ~AR . Sia
ows\System32\instsrv.exe File category: 1

FileID: 0000000068 Original file name: D:\System volume

Information\_restore{F20DC6C2-5212-4F33-8959-AB7D0SDACDB6} \RP12\A0010150. vxd\C:\WIND
ows\System3Z\exclean.exe File category: 1

FileID: 0000000069 oOriginal file name: D:\System Volume
Information\_restore{F2 6C2-SZ12-4F33-8959;M7DOSMCDBG}\RP13\A0010490 ini\uypxb:$
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DATA File catsgory: 1 ]

FileID: 70 original file name: D:\System Volume
Information\_restore{F200C6¢2-5212-4F3 3-8959-AB7D05SD4CDB6} \RP13\A0010491 . exe\mzzdv:$
DATA File category: 1

FileID: 71 original file name: D:\System volume .
Information\_restore{F20DC6C2-5212-4F33-8959- 7D05D4CDB6}\RP13\A0010491.exe File
category: 1 . .

FileID: 72 original file name: D:\System Volume

information\_restore{F2 6C2-5212-4F33-8959-AB700504CDB6}\RP13\A0010492. exe\zetzd:$

DATA File category: 1
FileID: 0000003873 original file name: D:\System Volume
Infcmation\_restore{rzgocﬁcz- 5212-4F33-8959-AB7D05SD4CDB6} \RP13\A0010655. exe\wofbo:$

DATA File category: 1

FileID: 74 original file name: D:\System Volume -
Informati ori\,_restore{ Fzgocscz- 5212-4F33-8959-AB7D0SDACDB6}\RP13\A0010780.exe File
cat :

Fﬂggg':'yoooooooo?s original file name: D:\System Volume )
Information\_restore{F20DC6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP13\A0010782 . exe File

category: 1

FileID: 0000000076 Original file name: D:\System Volume

Information\_restore{F20D 6C2-5212~-4F33-8959-AB7D0SDACDB6}\RP13\A0010783 . vxd\C: \WIND
ows\System32\exdl.exe File category: 1

FileID: 0000000077 original file name: D:\System volume

Information\ _restore{F2 6(:2-5212-4F33-8959-AB7DOSD4CDBG}\RP13\A0010783.vxd\c:\wIND
Ows\System32\ dim.srg File category: 1

FileID: 78 original file name: D:\System Volume
information\_restore{F20DC6C2- 5212-4F33-8959-AB7D0504CDB6} \RP13\A0010783 . vxd\C: \WIND
ows\System32\exul.exe File category: 1

FileID: 0000000079 original file name: D:\System Volume
Information\_restore{F20DC6C2~ 5212-4F33-8959-AB7D0SDACDB6}\RP13\A0010783 . vxd\C: \WIND
ms\SysteﬁZ(\’aavexu'lu.qu File category: 1

FileID: 0 original file name: D:\System Volume

Information\_restore{F2 GCZ-S212-4F33-8959-A87m504c086}\RPB\A0010783.vxd\c:\wIND
ows\System32\msexreg.exe File category: 1

FileID: 0000000081 original file name: D:\System volume

Information\_restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP13\A0010783 . vxd\C: \WIND
ows\System32\instsrv.exe File category: 1

Filexd: 0000000082 Ori inal file name: D:\System volume

information\_restore{F2 -5212-4F33-8959-AB7D05D4CDB6} \RP13\A0010783 . vxd\C: \WIND
ows\System32\exclean.exe File category: 1

FileID: 0000000083 Original file name: D:\System volume

Information\_restore{F2 6C2-5212-4F33-8959-AB7D05DACDB6} \RP14\A0010850. exe\wofbo: $
DATA File category: 1

FileID: 0 4 original file name: D:\System Volume

Information\_restore{F 6C2-5212-4¢33-8959-AB7D05D4CDB6} \RP14\A0010853 . exe\zetzd:$

DATA File catgagry: .

FileiD: ( 5" original file name: D:\System Volume

g:_fr:m:ﬂ on\_:estore{iz 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP14\A0010855 . ini \uypxb:$
e ca :

FileID: @ gy origgréal file name: D:\System Volume

Information\_restore{F20DC6C2- 5212-4F33-8959-AB7DOSD4CDB6}\RP14\A0010856 . exe\mzzdv: $

DATA File category: 1

FileID: 87 original file name: D:\System Volume

In:or-atiorlu\_restore{FZ 6C2-5212-4F33-8959-AB7D0SDACDBE)} \RP14\A0010856.exe File

ca :

Fi 1:%3?0000000088

i

original file name: :\Sysen Vol

DAISDISL LIRS

ile

category: 1
FileID: 0000000089 oOriginal file name: D:\System Volume

Information\_restore{F2 GCZ-—SZ12-4F33-8959-AB7DOSD4<JJ86}\RP2\A0001420.exe\zetzd:SD
ATA File cat 0 1

FileID: original file name: D:\System Volume X
information\ _restore{Fr2 2- 5212-4F33-8959;A87DOSD4CDBG}\RPZ\A0001421. d11 File
Page
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cate 1 .

Fnegg':'yoooooooosl original file name: D:\System Volume )
Informati og\__restore{ F2 -5212 -4F33-8959-AB7D05D4CDB6} \RP2\A0001422 .exe F1 le
category:

FileID: 0000000092 oOriginal file name: D:}Systel volume .
Infor-atiorlt\.restore{sz 6C2-5212-4F33-8950-AB7DOSDACDB6}\RP2\A0001423.d11  File
category:

FileIn: 0000000093 Original file name: D:\System Volume ‘ : )
Infouat'lori\_restore{FZ 6C2—5212-4F33-8959-AB7DOSD4CDBG}\RPZ\A00014Z4.exe File
cat :

Fi1ee'1’3§yoooooooos4 original file name: D:\System Volume .
Information\_restore{F2 6C2-5212-4F33-8959—AB7DOSD4CDBG}\RP2\A0001426.exe File

cat t 1

Fﬂ:gg':'yooooooooes original file name: D:\System Volume .
Information\_restore{F2 6C2-5212-4F33-8959- 7DOSD4CDBS}\RP2\A0001432.1m\uypxb:$n
ATA File cat%ry: 1l

FileID: oﬁgga'l file name: D:\System Volume

Inforug%ion\_restore F20DCc6c2-5212-4F33-8959- 7D0SDACDB6}\RP2\A0001433 . exe\mzzdv : $D
ATA . File cat :

FileID: original file name: D:\System Volume )
Infomtiovi\_restore{Fz 6C2-5212-4F33-8959-AB7D05DACDB6} \RP2\A0001433 . exe File
cat : '

Fi1:§gfymooom098 original file name: D:\System Volume

Iniomq%i on\_restoreg F20DC6C2-5212-4F33-8959-AB7D05D4CDB6}\RP2\A0001435 . exe\wofbo: $D
ATA File cat :

FileID: original file name: D:\System Volume .
Infomtiog\_restore{Fz 6C2-5212-4F33-8959-AB7005D4CDB6}\RP2\A0001679 . exe File
category:

FileID: 0000000100 Original file name: D:\System vol

ume
Information\ _restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP2\A0001680 . exe File
cat

ry: 1
Fi‘lggg: 0000000101 original file name: D:\System volume
Information\_restore{F2 GCZ-5212—4F33-—8959—A87DOSD4CDBS}\RP3\A0001751.exe\wofbo:SD

ATA File catssor!: 1 .
FileIlD: 102  oOriginal file name: D:\System Volume
Informati on\.restore{FzgoCGCZ—5212-4F33-8959—AB7DOSD4CDBG}\RPS\A0001760 .exe\zetzd:$D

ATA File cat : 1
FilelD: 000008810 original file name: D:\System Volume .
Information\_restore{F2 GCZ-5212-4F33—8959—AB7DOSD4CDBG}\RP3\A0001764.'lm' \uypxb: $D

ATA File category:

FilelD: 0000038 104 ori&i)léa‘l file name: D:\System Volume
Information\_restore{F20DC6C2- 5212-4F33-8959-AB7D05D4CDB6}\RP3\AO001765 . exe\mzzdv: $D
ATA File catagor;: 1

FileID: O 105 original file name: D:\System volume

Information\_restore{F. 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP3\A0001765.exe File

cat : 1

ﬁfegg':.ygooooooms original file name: D:\System Volume

In:omtwl{\.restore{Fz 6C2—5212-4F33-8959~A87DOSD4CDBG}\RPB\A0002317.d’H File
category:

Fﬂem:yoooooomm original file name: D:\System Volume

In:oruatimln\_restore{FZ 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP3\A0002421 . exe File
ca ry:

Fﬂ:gg: 0000000108 oOriginal file name: D:\System vVolume

In:ornatiot{\_restore{FZ 6C2-5212-4F33-8959-AB7D0SDACDB6)} \RP3\A0002422 . exe File
category:
Fi'legol;yoooooooms ori

ginal file name: D:\System volume

RZDDSDACTDBN

- - o

File

tegory: 1
FileID: 0000000110 oOriginal file name: D:\System volume
Information\_restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6}\RP3\A0002424 .50 File

11
FileID: 0000000111 oOriginal file name: D:\System volume
Information\_restore{F2 6c2-5212-4F33-8959;AB7DOSD4CDBG}\RP3\A0002425.exe File
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virus Report
category: 1
FileID: 0000000112 oOriginal file name: D:\System Volume .
Infornat'im]\‘\__restore{Fz 6C2-5212—4F33-8959-A87DOSMCDBG}\RP3\ADOOZ426.vxd File
cat :
Fﬂggg':'yooooooom original file_name: D:\System Volume .
Infor-atiog\__restore{Fz -5212-4F33-8959-AB7D05D4ACDB6} \RP3\A0002427 . exe File
cate :
Fi1$fyooooooon4 original file name: D:\System Volume .
Intorlatiog\__restore{Fz 6C2-5212-4F33-8959-AB7D05SD4CDB6} \RP3\A0002428 .exe F1 Te
ca :
Fi'l:g'rﬁfyooooooons original file name: D:\System Volume
Information\_restore{F2 ~-5212-4F33-8959- 700504CDB6}\RP3\A0002429 . exe\zetzd: $D

ATA File cat rz: 1
FileID: 000008811 original file name: D:\System Volume .
Information\_restore{F20pc6c2-5212-4F33-8959- 700504CDB6} \RP3\A0002434.. ini\uypxb:$D

ATA File cat r;:
FileID: 000003811 original file name: D:\System Volume
information\_restore{F200C6C2-5212-4F33-8959- 7005D4CDB6} \RP3\A0002435 . exe\mzzdv : $D

ATA File cat 3: 1 s

FilelD: 00000581 original file name: D:\System Volume .
Informati ori\.restore{Fz 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP3\A0002435 .exe F1 Te
category:

Fﬂ:i’g:yoooooooug original file name: D:\System Volume .
Information\_restore{F20DC6C2~-5212 -4F33-8959-AB7D0SD4CDB6} \RP3\A0002437 .exe File

category:-1

FileID: 0000000120 oOriginal file name: D:\System Volume
Infomtior]l’\_restore{Fzgocﬁcz-5212-4F33-8959—A87DOSD4CDBG}\RP3\A0002438.exe File
category:

FileID: 0000000121 oOriginal file name: D:\System Volume

Information\ _restore{F2 6(:2-5212~4F33-8959-AB7DOSD4CDBG}\RP3\A0002439.vxd\c:\wINDO
ws\system32\exdl.exe File cate?ory: 1

FileID: 0000000122 oOriginal file name: D:\System Volume

Information\ _restore{F2 §c2—5212-4!—‘33-8959-A87DDSD4CDBG}\RP3\A0002439.vxd\c:\HINDO
ws\system32 dim.s File category: 1

FileID: 123 original file name: D:\System Volume

Information\_restore{r20 6C2-5212 ~4F33-8959-AB7D05D4CDB6}\RP3\A0002439 . vxd\C: \WINDO
ws\System32\exul.exe File category: 1

FileID: 0000000124 Ori inal file name: D:\System Volume

information\_restore{F2 6C2-5212-4F33-8959-AB7D0504CDB6} \RP3\A0002439 . vxd\C: \WINDO
w§\System32Mavexu'ln. vxd File category: 1

FilelID: 125 original file name: D:\System Volume

information\_restore{F20DC6 -5212-4F33-8959-AB7D05D4CDB6} \RP3\A0002439 . vXd\C: \WINDO
ws\system32\msexreg.exe _File category: 1

FileID: 0000000126 Original file name: D:\System Volume

Information\_restore{F2 §C2—5212—4F33-8959—AB7DOSD4CDBG}\RPB\A0002439.vxd\c:\wINDo
ws\System32\instsrv.exe File category: 1

FileID: 0000000127 oOriginal file name: D:\System Volume _
Information\_restore{F2 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP3\A0002439 . vxd\C: \WINDO
ws\System32\exclean.exe _File category:

FileID: 0000000128 Original file name: D:\System Volume

m‘f:omatm:i\__restore{Fz 6C2-5212-4F33-8959-AB7D05D4CDB6}\RP3\A0002440 . exe File
category:

rileID: 0000000129 oris-ri,gﬂ file name: D:\System Volume

Information\_restore{r200c6c2-5212-4F33-8959- 700504CDB6}\RP3\A0002481 . exe\wofbo:$D
ATA Fﬂgomorg: 1
Filern: 130 original file nawe: :\Syst

em Volume

c;to: 1 .
FileID: 0000000131 oOriginal file name: D:\System Volume

Init‘omat'ion\.restore{FZ 6C2-5212-4F33-8959-AB7D05DACDB6} \RP3\A0003420.5rg File
category:

ry: 1
FileID: 0000000132 Orig;i)ga‘l file name: D:\System Volume
Information\_restore{F2 6C2—5212-4F33—89598AB7DOSD4CDBG}\RPB\A0003421.exe File
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virus Report
category: 1 L. .
FileID: 0000000133 oOriginal file name: D:\System volume ]
Information\_restore{F2 6C2-5212-4F33-8950-AB7D0SDACDB6} \RP3\A0003422.vxd  File

t 1
FileID: 0000000134 oOriginal file name: D:\System Volume .
information\ _restore{F20DC6C2- 5212-4F33-8959-AB7D0SDACDB6} \RP3\A0003424 . exe  F1 Te

cat : 1

Fﬂggg':'yooooooons original file name: D:\System Volume .
‘InfomtioriLrestore{FZ 6(:2-5212-4F33—8959-AB7DOSD4CDBG}\RP3\A0003425.exe File
cat H

Fi1§%:yooooooo136 original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959- 7DOSD4CDBG}\RP3\A0003426.exe\zetzd:SD

ATA File cat : 1 )
FileID: 000008813 original file name: D:\System Volume ..
Information\ _restore{F200C6c2-5212 -4F33-8959-AB7D0SDACDB6} \RP3\AD003431. 1ni \uypxb: $D

ATA File cat rx: 1

FileID: 000008813 original file name: D:\System Volume
Information\_restore{F20DC6C2- 5212-4F33-8959-AB7D0504CDB6} \RP3\A0003432 . exe\mzzdv: $D
ATA. File cat rzz 1 ‘

FileiD: O 139 original file name: D:\System Volume .
Information\_restore{F2 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP3\A0003432 . exe File

cat !
Pﬂéxegggyooooooouo original file name: D:\System Volume
Information\ _restore{F20DC6C2- 5212-4F33-8959-A8700504CDB6} \RP3\A0003434. exe\wofbo: $D

ATA File cat(e)gory: s

FileID: 141 original file name: D:\System Volume )
In:omatiog\_restore{FZ 6C2-5212-4F33-8959-AB7D0SDACDB6}\RP3\A0003437 .exe  File
category:

Fi'leigg: 0000000142 oOriginal file name: D:\System Volume ~
Information\_restore{F20DC6C2-5212-4F33-89 0-AB7D0SDACDS6}\RP3\A0003499.exe File

category: 1

Fﬂ:gg: 0000000143 oOriginal file name: D:\System Volume

Infomtiot{\_restore{FZ 6C2-5212-4F33-8959-AB7D0SD4CDB6}\RP3\A0003500.5rg File
category:

F'i'leegg: 0000000144 original file name: D:\System Volume

Infomtior{Lrestore{FZ 6C2-5212-4F33-8959-AB7005D4CDB6}\RP3\AD003501 . exe File
category:

Fi'|:gg: 0000000145 oOriginal file name: D:\System Volume

Infomtiog\_restore{FZ 6C2-5212-4F33-8959- 7D05D4CDB6} \RP3\A0003502.vxd File
cat H

r-ﬂéegggyooooooous original file name: D:\System volume

Iniomat'iori\_restore{l-'z 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP3\A0003504 . exe File
ca :

Fﬂ?:g':'yoooooomu original file name: D:\System Volume

In‘:omat'im]\-\_restore{FZ 6C2-5212-4F33-8959-A87D05D4CDB6} \RP3\A0003505 . exe File
ca :

Fi1§gggywmw014s original file name: D:\System Volume
information\_restore{F200C6C2-5212-4F33-8959- 7D05D4CDB6} \RP3\A0003506. exe\zetzd: $D

ATA File cat rg: 1
Filexn: @ 149 original file name: D:\System Volume
{_r'\_:on;?%won\_restore{n 6C2-5212-4F33-8959-AB7D0SDACDB6}\RP3\A0003511. ini \uypxb:$D

erh: §00000D1S. Original i
FileiD: @ 150 original file name: D:\System Volume
Information\_restore{F2 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP3\A0003512 . exe\mzzdv : $D
ATA File cat&or{: 1
FilelD: 15 or'igina'l file name: D:\System Volume .
category: 1 .
FileID: 0000000152 Original file name: D:\System Volume
Intomatwr{\_restore{FZ 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP3\A0003514 .exe  File
category:
FileID: 0000000153 oOri inal file name: D:\System Volume
Information\_restore{F2 6c2-5212-4F33—8959;1\8700504@36}\&?3\1\0003 535.exe\wofbo: $D
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virus Report
ATA File category: 1 . B
FilelID: 154 original file name: D:\System volume -
Information\ _restore{F2 GCZ-5212-4F33-8959-»70050@86}\”3\1\0003552.exe File

cat : 1

Fi]gg?mﬁs original file name: D:\System Volume .
Inforlatiog\,_restore{Fz 6C2-5212-4F33-8959-AB7D0SD4CDB6} \RP3\A0004460 . exe File
cat :

n‘1§‘1’3?0000000156 original file name: D:\System Volume .
Information\_restore{F2 Z-5212-—4!’-'33-8959-AB7DO$D4G)BG}\RP3\A0004451.exe File

category: 1

F1'1eID':.y0000000157» Ori&i)ga'l file name: D:\System Volume .
Infomtiog\_restore{FZ 6C2-5212-4F33-89S9-AB7DOSD4CDBG}\RP3\A0004462.exe File
cat :

Fi1$fyoo0000t)1ss original file name: D:\System Volume

Information\_restore{F2 6C2-5212—4F33-8959-ABTDOSD4CDBG}\RP3\A0004463.srg File

cat 1

F1'1:gg':.y0000000159 original file name: D:\System Volume

Infor-atiori\_restore{l-'z 6C2-5212-4F33-8959- 7D05D4CDB6} \RP3\AD004464 .exe File
cat :

ngg':‘yooooooom() original file name: D:\System Volume .
Informati ori\_restore{ F2 GCZ-S212-4F33-8959—AB7DOSD4CDBG}\R93\A0004465 .vxd File
cat :

mggg':'yooooooma or'iaggﬂ file name: D:\System Volume .
1nformation\ _restore{F200C6C2-5212 -4F33-8959-AB7D0504CDB6} \RP3\A0004466.exe F1 le

cat t 1

Fil?:gfyowoooolsz original file name: D:\System Volume .
Infomt'ioti\_restore{FZ 6c2-5212-4F33-8959—AB7DOSD4CDBG}\RP3\A0004467.exe File
cat :

F1"l:gg':.y0000000163 original file name: D:\System Volume

Infon'l:l?}':i on\_restore{FZ 6c2~5212—4F33-8959-AB7DOSD4CDB6}\RP3\A0004468 .exe\zetzd:$D
ATA e cat

Filexn: @ 13' original file name: D:\System Volume
Information\_restore{F2 6C2-5212—4F33—8959-AB7DOSD4CDBG}\RP3\A0004472 .ini\uypxb:3$D

ATA File catsgorg: 1 .

FileID: 165 oOriginal file name: D:\System Volume

Infor:ﬁi on\‘_:restoregFZ 6C2-5212-4F33-8959-AB7D0SDACDBEY}\RP3\A0004473 .exe\mzzdv:$D
ATA e ca ry:

FileID: 166 original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959-AB7D05D4CDB6} \RP3\A0004473 . exe File

category: 1

FileID: 0000000167 original file name: D:\System volume

Intomtiorlt.\,restore{Fz 6c2-5212-4F33-8959-AB7DOSD4CD86}\RP3\A000447S.exe File
ca :

ﬁ‘l:%g:yoooooomsa original file name: D:\System Volume
Information\_restore{F200C6C2-5212 -4F33-8959-AB7D05DACDB6} \RP3\A0004478 . exe\wotbo: $0

ATA File cataory: 1 .
FileID: 169 oOriginal file name: D:\System Volume
Information\ _restore{F2 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP4\ADDD4544 . ini\uypxb:$D

ATA File cat : 1
FileID: 000003 170 original file name: D:\System Volume
information\_restore{F200Cc6c2-5212-4F33-8959- 7005D4CDB6} \RP4\A0004545 . exe\mzzdv: $D

ATA File cat&ory: 1,

FilelD: 171 original file name: D:\System volume

In{omatiorlt\_restore{FZ 6C2-5212-4F33-8959-AB7D0SDACDB6} \RP4\AD004545 .exe  Fi 1e
category:

FileID: 0000000172 original file name: D:\System volume

ATA File cat : 1
FilelD: 000008817 original file name: D:\System Volume
E:{g;:?ﬁ ori\__restore{FZ 6C2-5212-4F33-8959-AB7D0SDACDB6} \RPA\A0005009 . exe File
y:
FileID: 0000000174 oOriginal file name: D:\System volume
Information\_restore{F2 6CZ-5212—4F33—8959;ABTDOSD4CDBG}\RP4\A0005010.exe File
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category: 1
FileID: 0000000175 oOriginal file name: D:\System Volume
Inforution\.restore{Fzs.Dcch-5212—4F33-8959—AB7DOSD4CDBS}\RP4\A0005011.vxd\c:\w:[uoo
Tl o a7 Tama: pystom volums

eID: r : D:
Infomtion\_restore{Fz&)cch—5212-4F33-8959-»700504@86}\!194\/\0005011.vxd\c:\wmno
ws\systea32\ m.srg File category: 1
FilelD: 177 original file name: D:\System volume
Information\_restore{F20DC6C2- 5212—4F33-8959-AB7DOSD4CDBG}\RP4\A0005011.vxd\c :\WINDO
ws\SysteHSZ\exu'i .exe File catg?ory: 1
FileID: 0000000178 original file name: D:\System Volume
Information\_restore{F2 6C2-5212-4F33-8959- 7D0SDACDB6Y\RP4\A0005011 . vxd\C: \WINDO
ws\Systmexuln.vgd File category: 1
FilelD: 179 original file name: D:}Systu volume
Information\ _restore{F2 -5212-4F33-89 9-AB7D05D4CDB6}\RP4\A0005011 . vxd\C: \WINDO
ws\System32\msexreg.exe File category: 1
FileID: 0000000180 original file name: D:\System Volume
Information\_restore{F2 6c2-5212-4F33-8959—AB7DOSD4CDBG}\RP4\A0005011.vxd\c:\\ﬂnno
ws\Systen32\instsrv.exe File category: 1 '
FilelD: 0000000181 Original file name: D:\System volume
Information\_restore{F2 6C2-5212-4F33-8959- 7D0SDACDB6}\RP4\A0005011. vxd\C: \WINDO
ws\System32\exclean.exe File category: 1
FileID: 0000000182 oOriginal file name: D:\System volume

Information\_restore{F2 - 5212-4F3§-8959-AB?DOSD4CDBS}\RPS\A0005160. ini\uypxb:3$p
ATA File cat rg: 1 .
FileID: 183" original file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33~-8959- 7D05D4CDB6} \RP5\A0005161. exe\mzzdv:$D
ATA File category: 1 .

Fileln: ¢ 184 oOriginal file name: D:\System Volume .
Information\_restore{F2 GCZ-5212-4F33-8959—A87DOSD4CDBS}\RPS\A0005161.exe File

cat 1

Fﬂeeg:g':'yoooooooms original file name: D:\System Volume

Igﬁor:g}l:i on\i.restore{FZ 6C2-5212-4F33-8959-. 700504CDB6}\RPS\A0005162. exe\zetzd: $D
A ile ca ry:

FilelD: 186 Original file name: D:\System volume

information\ _restore{F2 6c2—5212-4F33-8959—AB700504CDBG}\RPS\A0005 563.exe\wofho: $0

ATA ﬁ]mr;: 1 .

Filerp: O 187 original file name: o:}system volume

Infornatmg\._restore{Fz 6C2-5212-4F33-89 9-AB7DO5SD4CDB6) \RPS\A0005596.exe File
category:

FileiD: 0000000188 original file name: D:\System volume

In:oruat‘lotj\.\__restore{f-‘z 6C2-5212-4F33-8959-AB7DO5DACDB6}\RP5\A0005598 .exe  File
category:

FileIn: 0000000189 original file name: p:\System Volume

Information\ _restore{F200C6C2- 5212-4F33-8959-AB7D0504CDB6} \RP5\A0005600 . vxd\C: \WINDO
us}SysteﬁZ\exd'l .exe File category: 1

FileID: 0000000190 Original file name: D:\System volume

Information\_restore{F20DCE -5212-4F33-8959-AB7D05D4CDB6} \RP5\A0005600 . vxd\C: \WINDO
ﬁ\systmdm.srg File category: 1

FileID: 0 191 original file name: D:\System Volume

Information\_restore{F20Q 6C2-5212-4F33-8959-AB7D05D4CDB6}\RP5\A0005600 . vxd\C: \WINDO
ws\System32\exul.exe File category: 1

FileID: 0000000192 original file name: D:\System Volume

information\_restore{F2 6;2-5212-4F33-8959-AB7DOSD4®BG}\RP5\A0005600 .vxd\C:\WINDO
Hs\systen?,zazavexu'ln.vxd file category: 1

FilelD: 193 original file name: D:\System volume

ws\ysenZ\msexr.exe Fi Te ca: 1 o
FileID: 0000000194 original file name: D:\System volume

Infomat'ion\_,restore{FZ 6c2-5212—4F33—8959-AB7DOSMCDBG}\RP5\A0005600.vxd\c:\wmoo
ws\System32\instsrv.exe File category: 1

FileID: 0000000195 or'ig;l)ga‘l file name: D:\System Volume
Information\_restore{F20DC6C2- S212-4F33-8959;1«8700504@86}\&?5\1\0005600 .vxd\C: \WINDO
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ws\System32\exclean.exe File category
0000000

FileID: 196 Origgga'l file name: D:}Systen volume
Information\ restore{F2 6C2-5212-4F33~8959- 7DOSD4CDBG}\RP6\A0005773.exe\zetzd:SD

ATA File catggor;: s .

FileiD: 197 original file name: D:\System Volume .
information\_restore{F2 6c2-5212-4F33-8959-AB7DOSD4CDBG}\RP6\A000577S .ini\uypxb: $0
ATA File cat l;g: 1
FileID: 0000058 original file name: D:\System volume

Inforng]:'lon\_restor in 6C2-5212-4F33-89$9-—AB7DOSMCDBG}\RPG\AOOOS776.exe\nzzdv:SD
ATA File cate :

FileID: origtcuﬂ file name: D:\System Volume .
Infomatiori\_restore{FZ 6C2-5212-4F33-89 9-AB7D0SDACDB6Y\RP6\A0005776 . exe File
category:

FileID: 0000000200 oOriginal file name: D:\System volume .
Information\_restore{F2 6C2-5212-4F33-89 0-AB7D0SDACDB6} \RPE\AD005806 . exe File
category: 1 .

FileID: 0000000201 oOriginal file name: D:\System Volume

Information\ _restore{F2 6C2-5212-4F33-8959- MSDWS}\RPG\AOOOGM.exe\uofbo:SD
ATA File cat r;: 1 .

FileID: 20 Orig;i)ga'l file name: D:\System Volume .
Inforuatioti\__restore{FZ 6C2-5212-4F33-8959- 7005SDACDB6}\RPE\AD006224 .exe File
category:

FileID: 0000000203 Or'is'inﬂ file name: D:\System Volume .
Informati og\_.restore{Fz - 5212-4F33-8959—»700504@36}\&?6“0006233 .exe File
category:

FileID: 0000000204 Original file name: D:\System volume

Information\ _restore{F20 6c2-5212-4F33-8959-A87DOSD4CDBG}\RPG\A0006334.vxd\c:\vmmo
ws\system32\exd).exe File category: 1

FileID: 0000000205 original file name: p:\System Volume

Information\_restore{F2 §c2—5212-4F33-8959—A87DOSD4CDBG}\RPG\A0006334.vxd\c:\wINDo
ws\System32\ xdim.srg File category: 1

Filern: O 206 original file name: D:\System Volume

Information\_restore{F20 GCZ-5212-4F33-8959-AB7DOSD4CDBG}\RP6\A00063 34 . vxd\C:\WINDO
ws\System32\exul.exe File catg?ory: 1

FileID: 0000000207 original file name: D:\System Volume

Information\_restore{Fr2 6@2-5212—4F33-8959-AB7DOSMCDBG}\RPG\A0006334.vxd\c:\uuno
us\systelazaaavexuh.vgd. File category: 1

FilelD: 208 oOriginal file name: D:\System volume

Information\_restore{F2 6C2-5212-4F33-8959- 7D05D4CDB6} \RP6\A0006334 . vxd\C: \WINDO
wS\System32\msexreg.exe _File category: 1

FileID: 0000000209 0r18;2a1 file name: D:\System Volume

Information\_restore{F2 6C2-5212-4F33-8959- 7D0SDACDB6} \RPE\AD006334 . vxd\C: \WINDO
ws\System32\instsrv.exe _File category: 1

FileID: 0000000210 oOriginal file name: :\System Volume

information\_restore{F2 6c2-5212-4F33—8959-An7oosmms6}\nPG\A0006334.vxd\c:\vmoo
HS}Systeu?oZ\exc'lean.exg File category: 1

FileID: 0000000211 0r1ma'l file name: D:\System Volume

Information\_restore{F2 5c2—5212-4F33-8959-AB7DOSD4CDBG}\RP7\A0006448 .ini\uypxb:$0

ATA File catsgoz: 1
FileID: O 2 Origggﬂ file name: D:\System Volume
Information\_restore{F200C6C2- 5212-4F33 -8959-AB7D0SDACDB6} \RP7\A0006449 . exe\mzzdv:$D

tTAero: 3050000213 0

Filezn: O 213  original file name: D:\System volume

Intormt1otiLrestore{F2 6C2-5212-4F33-8959-AB7D05D4CDBE} \RP7\A0006449 . exe File
category:

Fﬂ:gg: 0000000214 - Ori

vol

na‘l file name: system

ATA 1ecat880: 1
Fileln: 0 2 original file name: D:\System Volume
information\ _restore{F2 6C2-5212-4F33-8959- 700504CDB6} \RP7\A0006941.exe File

category: 1 X .
FileID: 0000000216 Original file name: D:\System

volume
tnformation\_restore{F20DC6C2-5212-4F3 3»8959£€B7DOSD4CDBS}\RP7\A0006942 .exe File
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category: 1 . .
" FileID: 0000000217 or1g231 File name: D:\System Volume

information\ _restore{F2U 6c2-5212-4F33—8959—AB7ooso4mB6}\RP7\A0006944.vxd\c:\vmao
ws\system32\exdl.exe File catg?ory: 1

FileID: 0000000218 original file name: D:\System Volume

Information)\_restore{F2 §C2-5212-4F33-8959-AB7DOSD4€DBG}\RP7\A0006944.vxd\C:\HINDO
ws\Systmxd'ln.srg “File category: 1
FileID: 219 original file name: D:\System volume
Information\_restore{F2( 6C2-5212-4F33-8959-AB7DOSD4CDBG}\RP7\A0006944.vxd\c:\umoo
ws\System32\exul .exe File category: 1
FileID: 0000000220 oOriginal file name: D:\System Volume

Information\_restore{F2 6@2-5212-4F33-8959—@700504(:086}\&?7\‘.0006944.vxd\c:\wmoo
ws\SysteﬁZRavexuh.vxd_ File category: 1

FileID: - 21 original file name: D:\System volume

Information\_restore{f2 §c2-5212-4F33—8959-AB7DOSD4CDBG}\RP7\A0006944.vxd\c:\vmloo
wg}systha-sexreg.exg _File category: 1
FileID: 222 oOriginal file name: D:\System volume

Infomat'ion\___restore{Fz 6c2-5212-4F33-8959-AB700504CDBS}\RP7\A0006944.vxd\c:\vlmo
ws\system32\instsrv.exe _File category: 1

FileID: 0000000223 oOriginal file name: D:\System Volume - :
information\_restore{F2 §C2-5212-4F33-8959—A8700504CDBS}\RP7\A0006944.vxd\c:\vmmo
ws\System32\exclean.exe _File category: 1

FileIn: 0000000224 oOriginal file name: D:\System Volume .
Infomtior{\__restore{Fzgocscz—5212-4F33—8959—AB700504CD36}\RP7\A0006948.exe File
category:

Fﬂ:gg: 0000000225 Or'i&i)ga'l file name: D:\System Volume .
information\ _restore{F2 6C2-5212-4F33-8959~ 7D05DACDB6}\RP7\A0006949 .exe  F1 le

H ! ‘
FileID: 0000000226 Original file name: D:\System Volume
In:omat'iog\_restore{FZ&CGCZ-5212-4F33—8959- 7D05DACDB6} \RP7\A0006950. exe File
ca ry:
Fﬂ:gg: 0000000227 original file_ name: D:\System Volume .
Init‘omatiug\_,restore{FZ GCZ—5212—4F33-8959—AB7DOSD4CDBG}\RP7\A0006951.dﬂ File
category:
FileID: 0000000228 Original file name: p:\System Volume
Infomﬁoli\_restore{FZ 6C2-5212—4F33-8959~AB7DOSD4CDBS}\RP7\A0006952.exe File
category:
F1‘1:%;: 0000000229 oOriginal file name: D:}System volume
Inforlatior;.\_restore{Fz 6C2-5212-4F33-89 9-AB7D05DACDB6}\RP7\A0006953 . exe File
category:
FileID: 0000000230 original file name: D:\System volume .
Infomtwti\_restore{FZ GCZ-5212-4F33-8959-AB7DOSD4CDBG}\RP7\A0006955.d'n File
category:
Fﬂggg:ygoooooozn original file name: D:\System volume
Intomat'uor]t.\_restore{FZ 6C2-5212-4F33-8959- 7D05SDACDB6}\RP7\AO006956 . exe File
category:
FileID: 0000000232 oOriginal file name: p:\System Volume
Inmio;\_restore{ﬂ 6C2-5212-4F33-8959- 7DOSD4CDBG}\RP7\A0006958.d'I1 File
ca :
FileID: 0000000233 origgga'l file name: D:\System Volume
Information\_restore{F2 6C2-5212-4F33-8959~ 7DOSD4CDBG}\RP7\A0006959.exe\woFbo:$D

ATA File cat(e)gory: 1.

FilelD: 234 original file name: D:\System volume
Information\_restore{F200C6C2- 5212-4F33-8959-AB7DOSD4CDBG}\RPB\A0007093 .ini\uypxb:$D
ATA File cat rg: 1
FilelD: 0000038 235 ori

» »

vol

RZ0050

a'l file_name: D:\System

ATA File category: 1
FilelD: 0000088 236 oOriginal file name: D:\System Volume
gﬁ:grgau on\_restore{F200C6C2- 5212—4F33-8959-A87DOSD4CDBG}\RP8\A0007094 .exe File
ry:
FileID: 0000000237 oOriginal file name: D:\System volume
Information\_restore{F2 6c2—5212~4F33-89591-fB7DOSD4CDBG}\RP8\A0007095 .exe\zetzd:$D
Page
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ATA File cat 11 .
FilelD: 238 original file name: D:\System volume
Information\_restore{F2 6C2-5212-4F33-8959- 7DOSM®B6}\RP9\A0007259.exe\zetzd:$D

ATA File catssorg: 1
FileID: 239 original file name: D:\System Volume .
Information\_restore{F2 6c2—5212-4F33-8959-A87DOSD4CDBG}\R29\A0007261 .ini\uypxb:$D

ATA File catgso%: 1 .
FileID: 2 original file name: D:\System volume
Information\_restore{F2 6C2~-5212-4F33 -8959-AB7DOSD4CDBG}\RP9\A0007262 .exe\mzzdv:$D

ATA File cat r{: 1

FileID: 241 original file name: D:\System volume .
Infornat'iov]\.\_restore{Fz -5212-4F33-8959—AB7DOSD4CDBG}\RP9\A0007262.exe File
category:

FileID: 0000000242 oOriginal file name: D:\System Volume
Information\_restore{F2 6c2-5212-4F33-8959—AB7DOSD4CDBG}\RP9\A0007477 .exe\wofbo:$D

ATA File cat rg: 1
FileID: 000005824 Origga‘l file name: D:\System Volume .
Information\_restore{F200C 6(:2-5212—4F33-8959-AB7DOSD4CDBG}\RP9\A0007685 .exe File

category: 1

Filemfyowoomzu original file name: D:\temp\NCasePackage.exe File category: 1
Filerp: 0000000245 oOriginal file name: D:\temp\pootz_58.exe File category: 1
Fi 1em: 0020000246 original file name: D:\temp\powersetup.exe\powerscan.exe File
category:

Fjlegg: 0000000247 oOriginal file name: D:\temp\salm.exe File category: 1
FileID: 0000000248 original file name: p:\temp\saimhook.d11 File category: 1
FileID: 0000000249 original file name: D:\HINDOJIS\COM.'log\dlxpd:SDATA File

category: 1

FiTeID:yOOOOOOOZSO original file name: p:\winpows\Downloaded Program
Files\webdlg32.d11 File category: 1 )

F'ilem: 0 251 original File name: D:\WINDOWS\hh.exe\zetzd: $DATA File

ca ry:

F1"|:gg: 0000000252 original file name: p: \wINDOWS\mfsngd . exe File category: 1
FileID: 00({0000253 original file name: D:\wlmws\nsdfmap.‘ini\uypxb:SDATA File
category:

FileID: 0000000254 oOriginal file name: p:\wINDOWS\msxmidi.exe File category: 1
FileID: 00(1)0000255 original file name: D: \WINDOWS\netzd32.exe\mzzdv: SDATA File
category:

FileID: 0000000256 oOriginal file name: p:\WINDOWS\netzd32.exe File category: 1
FileID: 0000000257 oOriginal file name: p:\wINDOWs\n_bukeoc.log File category: 1
FileID: 0000000258 oOriginal Tile name: D: \WINDOWS\n_kxevvk. Tog File category: 1
FileID: 0000000259 original file name: p:\wINDOWS\syscr.d11 File category: 1

Fi leID: oogoooozso original file name: D:\WINDOWS\system32\angelex.exe File
category:

F1'1egg: 0000000261 original file name: D:\WINDOWS\system32\crkz.exe File category:

1

FileID: 00({0000262 original file name: D: \WINDOWS\system32\exclean.exe File
category.

FileID: 0000000263 oOriginal file name: D:\WINDOWS\system32\exd].exe File category:

1

Fi lem: 00({0000264 original file name: D:\WINDOWS\system32\exd10.exe File
category: . ,

Filem: oogoooozss original file name: D:\WINDOWS\system32\exd1l.exe File
category:

FileID: 0000000266 Original file name: D: \WINDOWS\system32\exul.exe File category:

1
FileID: 0000000267 oOriginal file name: D: \WINDOWS\system32\exull.exe File

—caregoryr 1 -
Fi ;l:e:m: 00(1)0000268 original file name: D:\WINDOWS\system32\instsrv.exe File
category: '
FileID: 0000000269 original file name: D:\WINDOds\systemBZ\javexu'lm.vxd File

category: 1
FileID: 0000000270 Originaﬂ £ile name: D:\WINDOWS\system32\mac8Oex.idf\C:\Program
Files\8ullsEye Network\ in\bargains.exe Fﬂfz category: 1
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FilelD
F-I'les\!u'l'ls

FileID:
Files\ulls

Fﬂcm 273
cat

Fil oooootmu

cat
Fil Q?ISWOWZT 5

cateoory-

271

virus R
0r1 gina‘l file name: D.\nms\systelSZ\-acsmx .ddf\c:\Program
in adv exe File category: 1
g‘l 1e name: o.\m\systuu\ucso:x ddf\c:\pProgram
Network\ 'In\adx exe File category:
origina‘l file name: D'\wms\systenSZ\nqexd'ln.srg File
original file name: D: :\WINDOWS\System32\msexreg.exe File

original file name: D: \ums\systenSZ\netbnaz .d11 File

0000000276 Original file name

D: \II”S\

em32\netut8Oex.

wxd\C: \UIWS\Syste-SZ\exd'l.exe File category: 1

Fileld 277 original file name

D: \M\s‘steﬁZ\netutwex vxd\C:

Pnem-

\HIWS\SystuSZ\-qexd\-.srg File category: 1
original file name:

en32\netut8Oex. vxd\C uxmows stem32\exul.exe File cat 1
Fﬂem ook%m \origina'l file name G s \ egory

D: M\%un\mutmex vxd\c \UIWS\SysteIBZ\javexa'lu vxd File category: 1

eID

D: \WINDOWS tem32\netut80ex. C: \WINDOWS\System32 14

e R i
: S n

: 83 ori ey

category.
FileID: ooooooozss
category: 1
FileID: 0000000289

original file name
.vxd\C

\M\Systan\-sexreg .exe

el P File category: 1

.File category: 1

2\exclean.exe File category: 1
WINDOWS\system32\sdkiu.exe File

original file name: D: \HInDUdS\systenSZ\trkgif exe File
original file name: D: \wInoows\tsoc.log\zzyhx: $DATA File

p: \winoows\weffo.d11 fFile category:
D: \WINDOWS\winh1p32. exe\wofbo: SDATA Fﬂe

D:\WINDOWS\WINNT32 .LOG\opygi :$DATA File
D:\WINDOWS\Zeta.exe File category: 1

ginal file name: D: \WINDOWS

original file name:
original file name:

original file name:

Or'igipaj file name:
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Your Subscription

Renew your subscription to retrieve the latest protection updates
uzing Livel pdate.

unt 1D: B91327792

Fleaze review the following:
Your subscriptions E wpires
MU Subscription for Mortan 5 Praf

ruis of Borton Setiarn

Click Mest to enter the Renewal Center.

Click. Skip to cloze the Fenewal Center withaut renewing vour subscaption

Moate: 1 your subscription has expired, LiveUpdate will not download updates that protect
against newly discovered threats, 7ou will not be protected anainzt these threats.
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_._.:Um_um%

HELIX +1.8 (10/06/2006)
File QuickLaunch Page Help

Fr s NN Aw:a W BB T PR REFPEINRE » Gl 68 FICEIIl. MR &NV EFEY v L AINER L F PR M %I S

C:AProgram FilesWindows ControlAdWinCtIAdAlt.exe
, ; C:\Program Files\Common Files\Symantec Shared\CCPD-LCisymicsve.exe
' ] i t W C\Program Files\QuickTimetgttask.exe
R 1 CWINDOWS\system32Usass exe
U T . t @ C\Program Files\Common Files\Rea\Update_OBirealsched exe
q : B C\Program Files\SoftexAOmniPass\OPXPApp.exe
CAWINDOWSWwanmpsvce .exe
C:\Program Files\Common Files\Symantec Shared\ccApp.exe
C:\Program Files\Messengenmsmsgs .exe
CWINDOWS\System3 2\ctfmon exe
C:\Program Files\Web_Rebates\WebRebates 1 exe
C:AProgram Files\Common Files\Symantec SharediccSetMgr.exe
C\PROGRA~NCOMMON~1\tsaltsmZ2 .exe
C:\Program Files\BullsEye Networldbin\bargains .exe
\SystemRoot\System32ismss exe
C:\Program Files\Common Files\Symantec SharediccEvtMgr exe
C:AProgram FilestinterMute\SpamSubtracttSpamSubtract exe
CAProgram Files\Norton AntiVirus\GCAVScan . exe
CWINDOWS\System32\svchost.exe
CAWWINDOWSExplorer EXE
CWINDOWS\system32\services exe
C\Proaram Files\Common Files\Microsoft SharediVS7DEBUGIMDM EXE

% Running 1 -
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D
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CAMINDOWS\Systerm3 2wuauclt &
O WYINDOWS\systern3d 2mspaint exe
ChProgram FileshiTuneshi Tune: _Im_tq_

ﬁ_::?:._.* _u__,uu_._n_r qq Pacl ital _:Eg:

mnisen

,_HF .q.: am _u__ = ._, Amer

\f e
s\Common Filesihicrosoft Shared\Vs)
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s

Dmm ey
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3! e (e

T s

et ek s Sae igaﬁg‘ga T
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£ Custom Scan started on 1/30/2007 10.3B:72 AM

=
I
)
“.W_ o
B
|
k|
|
k|
2
)
2
M._
3
A
X
E|
A
A
e
R
3
12
;8
)
|
2
E
2
;4
|
12
e
i<

Adware. Bullseve
sre Bullse e

Adware CWSIEFeats

Adware JWOIEFeats

Advears, CwSIEFests
Advesre, CwiSIEFeats
Adware. CWSIEFeats
Adware JWSIEFeats
Adware. Iefeats
Adisare. Tefeats

Adware, CWSIEFeats

Aduare lefests
Adwars. Iefeats

Adware.lefeats
Adware. Jefeats

NNNNNNNNNNNNNNNNN»—M—ENNNNNNNNN'—NN—-—-—-—'—NN&-&O'—"‘:ﬁ

-

netutB0ex.vxd

mactex.idf

salmhook.dl

salm.exe

NCasePackage.exe

2eta.exs

trkgif .exe

C: PWINDOWS[System32imsexreg.exe
C: fWINDOWS/System3z]javexulm.vxd
C:PWINDOWS|System32fexul.exe

C: WINDOWS/System32/mgexdim.srg
C:/WINDOWS/System32fexd.exe
msexreg.exe

maexdim.srg

C:fProgram Files/BulisEye NetworkfUninstal...

javexulm,vxd
exull.exe
exul.exe
exdl].exe
exd0.exe
exdl.exe
angelex.exe
Uninstak.exe
bb.exe
mfsngd.exe

C:jProgram Files/BullsEye Networkibinjadx.exe
C:fProgram Files/BullsEye Networkfbinjadv.exe

CifProgr...
bargains.exe
adx.exe

adv.exe
WINNT32.LOG: opyg
tsoc Jog:zzyhx
netbm32.di
akz.exe
n_kxevvk.log
n_bukeoc.log
msdfmap.ini:uypxb
hh.exe:zetzd
winhip32.exe:wofbo
sdkiu.exe
netbm32.di

syscr.di
n_kxevvk.log
n_bukeoc.log

Elapsed time: 81:33

A RiskType.

Compressed fie

Compressed file

Adware

Adware

Adware

Adware

Adware

File; Compressed file; Adware
File; Compressed file; Adware
File; Compressed file; Adware
File; Compressed file; Adware
File; Compressed file; Adware
Adware

Adware

File; Compressed file; Adware
Adware

Adware

Adware

Adware

Adware

Adware

Adware

Adware

Adware

Adware

File; Compressed file; Adware
File; Compressed file; Adware
File; Compressed file; Adware
Adware

Adware

Adware

Adware

Adware

Adware

3ttt oot ot o R e i e e T

H:\WINDOWSsystem3zy
H:\WINDOWS\system32}

H:\temp\

H:itemp\

H:tempt

HI\WINDOWS\
HAWINDOWS\system32}
H:AWINDOWS\system32\netutelex. ...
H:AWINDOWS\system32inetuttoex. ...
HAWINDOWS\system32inetutsex. ...
H:AWINDOWS\system32inetutslex. ...
HAWINDOWS\system32\netutBlex. ...
H:AWINDOWS)system32\
H:A\WINDOWS\system32\
HAWINDOWS\system32imacBlex.idf
H:AWINDOWS)system32}
H:AWINDOWS\system3zy
H:AWINDOWS|system32}
H:AWINDOWS\system32}
HAWINDOWS\system32\
H:AWINDOWS\system32}
H:\WINDOWS\system32}

H:\Program FiesiBulisEye Metworkl
H:\Documents and SettingsiOwneriL...
H:AWINDOWS\
H:AWINDOWS\system3Z\maciex.idf
H:\WINDOWS\system32imac8lex.idf
HAWINDOWS\system32imacBOex.idf
H:\Program Files\BullsEye Networkibiny
H:\Program Files\BullsEye Networkibin}
H:\Program Files\BullsEye Networkibini
H:AWINDOWS\

HAWINDOWS},
H:AWINDOWSisystem32y
HAWINDOWS\syster32}
HiWINDO'WSY

HAWINDOWS,

HAWINDOWSY,

HAWINDOWSY

HAWINDOWS\
H:AWINDOWS\system32}
h:\WINDOWS)system32}
H:AWINDOWS\

h:\WINDOWS!,

h:\WINDOWS}

T computer

T5C546569
TSC546569
TSC546589
T5C546589
15C546569
TSC546569
T5C546589
TSC546569
T5CS546589
TSCS46569
15C546569
T5C546589
TSCS46569
T5C546589
15C546589
T5C546589
15C546569
TSCS46589
TSC546569
T5C546589
TSCE46569
TSCS46589
TSCS46589
T5C546589
TSC546589
T5C546589
anam%
TSC546589
TSC546569
TSC546583
TSC546589
T5C546569
T5C546589
TSC546589
TSC546589
TSC546589
TSC546589
TSC546589
TSC546589
TSC546569
15C546589
TSCS46589
150546589
TSC546589
15C546589

lcore
lcore
lcore
icore
\core
lcore
lcore
kore
lcore
{core
lcore
leore
lcore
feore
icore
Icore
lcore
lecore
lcore
icore
icore
icore
lcore
leore
Icore
lcare
lcare
lcore
lcore
icore
leore
lcore
lcore
icore
leore
leore
lcore
lcore
lcore
Icore
teore
icore
icore
lcore
leore

Still cond
Stil cont
Infecte
Irfecte
Infecter
Infectes
Infecte
Infecte
Infecte
Infectet
Irfectes
Infecte
Infecte
Infecte
Infectex
Infecte
Infecte
Infectec
Infectec
Irfectet
Infectec
Infecte
Irfecte
Irfectec
Infectex
Infectes
Infects:
Infecte
Infecte
Infected
Infectet
Infectec
Irfecte:
Infectec
Infectec
Infacte
Infecte
Infecte
Tnfecte
Infectac
Infecte
Infecte
Infecte
Infecte
Irfecter <
3




&> Custom Scan started on 113072007 10:38:27 AM

= T o s Lo o Lo s s Ll

L, L6 137 o135 oy 11 L o D L L (5 [ L5 L ok L L3 0

Adware lefeats
Adwzte. lefests
Ewhﬂmwﬁ
Agwore,Jefeals

Agwars Iefeats

Adware Jefeats
Adware. Jefeats
Adware lefeats
Aguars.lofeats

Adwere. Syncrofd
adware. Targetsaver

Buvears. WebRebates

Advesre WebRebates
Adware WebRebates
Adware WebRebstes
Adware \WebRebates
Agware WebRebates
adwars Webfebates

Reboot Required. ..
Quarantined

= NN NN WISEN DN NN RN RN

™
w

- ~
o N

2
2
2
2
2
2
2
2
2
2
2
2
z
2
2
4
2
2
2
2
2
2
2
1
2

;‘5’?

ri_bukenc.iog
net2d32.exe
msxroidi.exe
msdfmap.ini:uypxb
hh.exe:zetzd
cdribovd.exe

76.tmp
powersetup.exe
webdig3z.di
MediaTicketsInstaler.ocx
MediaTicketsinstaller .ocx
winCtAdInstPack.exe
WinCdAdshift.dl
WinCAdAk.exe
winCtad.exe
pootz_58.exe
tsuninst.exe

tsp2.exe

tsm2.exe

tsl2.exe

tsl.exe

ts2.exe

classiy.di
tsinstall_4_0_3_7.exe
GLFD2GLFD2.EXE
GLFA3GLFA3.EXE
WebRebates_CDT_InstallSiert exe
WebRebates].exe
WebRebates0.exe
topr_c_warnng.gif
disp1150.exe
webrebates.exe
djtopr1150.exe
salm.exe
ncasepackage.exe
SearchRelevancy.exe

H:\WINDOWS\system32}
h:\WINDOWS\system32}
HAWINDOWS)
HiAWINDOWSY
R \WINDOWSY

HAWINDOWS\
hAWINDOWS\
h:\WINDOWS|
H:\Program FilesiInternet Explorer|

H:\Documents and Settings\Owner\L...

He\templ

H:\WINDOWS\Downloaded Program ...
H:\WINDOWS\Dowrdoaded Program ...
H:\Documents and Settings\OwnerlL...

H:\templ,

H:\Program Files\Windows Controlady
H:\Program Filas\Windows Controlad)
H:\Program Files\Windows Controlad
Hi\temp},

H:\Program Files\Common Filesitsal
H:{Program Filas\Common Files\tsal
H:\Program Files\Common Filesitsal
H:\Program Files\Common Filesitsal
H:\Program Files\Common Fllesitsal
H:\Program Files\Common Files\tsal

H:\Program FlestiCommon Filesitsalr..
H:\Documents and Settings\OwneriL...
H:\Documents and SettingsiOwnerit...
H:\Documents and Settings\Owner\L...

H:itempl
H:\Program Fles\Web_Rebates\
H:\Program Files\Web_Rebates\

H:\Program Files\Web_RebatesiSyl...

H:\Program Files\web_Rebates|

H:\Documents and Settings\Ownerit...
H:\Documents and Settings\OwneriL...

hitemp\

TSC546589
TSC546589
TSC546589
TS5C546589
TSC546589
TSCS46589
T5C546589
15546589
TSCS46589
T5C546589
TSC546589
T5C546589
TSC546589
TSC546589
TSC546589
T5CS46589
Iyscereses
T5C546569
T5C54658%
TSCS46589
TSCS4658%
T5(546589
TSC546589
TSC546589
TSC546569
TSCE4€589
TSC546589
T5C546589
TSCS46589
TSC546589
TSC546589
T5C546589
TSC546589
TSC5465689
TSC546589

Infected
Infecte
Infectec
Infecte
Infecte
Infectex
Infecte
Infectex
Infecte
Infectec
Infecte
Infectex
Infectex
Infectex
Infectec
Infectec
Infectex
Irfecte:
Infecte
Infecte
Infectet
Infecte
Infecter
Infectex
Infectet
Infectec
Infectex
Infectet
Infecte
Infecte
Infecter +
H




